Security in decentralised finance is often judged on a single audit and a marketing claim. The Aave
Protocol is built to a higher bar. Its smart-contract assurance is independent, documented, and
public, while Aave Labs and relevant subsidiaries maintain operational controls and regulated-
service obligations that are familiar to institutional vendor-risk and operational-due-diligence teams.

For a risk committee, the position comes down to four points:

The Aave V4 security programme ran from March 2025 to February 2026 and accumulated
roughly 345 cumulative audit-days across multiple independent firms, formal verification,
Invariant testing, fuzzing, and a public contest with more than 900 researchers. No critical or
high-severity vulnerabilities were identified.

Aave Labs holds a SOC 2 Type Il attestation covering Security, Availability, and
Confidentiality over a defined operating period. This is the AICPA framework

Institutions commonly use for third-party due diligence, with detailed report materials
available under NDA.

Relevant Aave Labs subsidiaries hold authorisations and registrations for regulated
cryptoasset services in the EU and UK, including MICAR CASP authorisation for Push's fiat-
stablecoin ramp service and UK FCA cryptoasset registration for applicable UK entities.
These regimes impose supervised obligations around governance, AML/CTF, conduct, and
operational resilience for the regulated services in scope.

A documented, role-based incident-response capability sets escalation paths, accountable
roles, internal service levels, and regulatory-reporting triggers, including DORA where
applicable, for how material events are detected, contained, assessed, and disclosed.

In TradFi terms, a smart contract is code that also acts as the settlement engine, so its risk has to be
managed as core infrastructure. For the Aave Protocol, security work runs across the whole
development lifecycle, from early design through to post-audit fix validation. The Aave V4
programme shows how this works in practice.

The programme ran from March 2025 to February 2026 and was backed by a USD 1.5 million security
budget ratified by the Aave DAO. It accumulated roughly 345 cumulative audit-days across a
layered assurance process. For comparison, a single audit in this sector typically runs 30 to 60 days.



Five methods ran in parallel: manual review, formal verification, invariant testing, fuzzing, and a
public contest. Each was chosen to catch the blind spots the others might miss.

Formal verification was engaged at the design stage and ran alongside development,
allowing the methods to influence the architecture itself while the code was being written.

The first round involved multiple firms and independent researchers, accumulating over
275 audit-days. Using firms with different methodologies was deliberate to avoid
correlated blind spots.

Multiple independent actor-based invariant suites were built and integrated into the
codebase and CI/CD.

A six-week contest drew over 200 verified researchers and generated more than 950
submissions for review. No critical or high-severity vulnerabilities were identified.

A second audit round added a further 80 audit-days, cross-reviewing every prior finding
to confirm remediations were implemented and introduced no new issues.

Published audit reports from Trail of Bits, Blackthorn, and ChainSecurity confirm that no critical or
high-severity vulnerabilities were identified, and all findings across every phase were addressed and
re-validated. The reports are public in the Aave V4 GitHub repository. Coverage continues through a
standing bug-bounty programme, ongoing formal-verification work, and maintained invariant suites
that track the protocol as it evolves.

Phase Period Contribution

Certora engaged at inception;

Pesign &formal verification March 2025 formal verification runs alongside development.
First Audit Round Sept-Nov 2025 adiigh ol
Reports Published Feb 2026 Public reports confirm no critical or

high-severity vulnerabilities.



Audits address the code. A SOC 2 Type Il attestation addresses the organisation around the code,
confirming that documented controls existed and operated effectively over a defined period. It is one
of the most widely recognised assurance reports in institutional third-party due diligence, and Aave
Labs holds one.

The three criteria in scope, Security, Availability, and Confidentiality, line up with what a vendor-risk or
operational-due-diligence team needs to confirm: that access is controlled, that the service stays
available, and that sensitive information is protected. Evidence is gathered through the period as the
organisation operates, so the report reflects day-to-day practice and fits the recurring review cycles
Institutions already run.

The detailed report package, available under NDA as part of a due-diligence process, can provide
counterparties with the auditor's report, the operating period, the system boundary, the controls
tested, and any exceptions or management responses.

A licence carries continuing obligations. To hold one, a firm has to satisfy a competent authority on
the arrangements required for the regulated service in scope, and then keep those arrangements
under ongoing supervision and periodic reporting. For the Aave ecosystem, the relevant point is not
that the decentralised Aave Protocol itself is "licensed"; rather, Aave Labs subsidiaries operate
regulated services around the ecosystem in supervised regimes.

In the EU, Push Virtual Assets Ireland Limited holds Crypto-Asset Service Provider (CASP)
authorisation under the Markets in Crypto-Assets (MiCA) framework for its fiat-stablecoin ramp
service. In the UK, relevant Aave Labs subsidiaries hold FCA cryptoasset registration for applicable
cryptoasset services. These authorisations and registrations support institutional diligence because
they bring supervised obligations for the services in scope, including governance, AML/CTF,
conduct, reporting, and operational-resilience expectations.

Where DORA applies, it adds a formal operational-resilience framework for ICT risk management,
Incident classification and reporting, testing, third-party risk, and governance. The practical effect
for institutional counterparties is that regulated service operations are expected to be documented,
accountable, tested, and reportable against a recognised supervisory framework.

Clear roles and board oversight with version-controlled policies covering information
security, incident response, vulnerability management, and supplier management.

Regulatory assessment confirms controls for anti-money laundering and counter-terrorist
financing, with conduct and conflicts controls where applicable to the regulated service.



Applicable regimes require continuity planning, third-party risk management, incident
escalation, and structured regulatory reporting.

Incidents reach every institution at some point; what matters is how predictably they are handled.
Aave Labs maintains a board-approved Incident Response Playbook, owned by the CISO, that sets
out who acts, in what sequence, and to what internal deadlines. For regulated services, the playbook
also maps material incidents to the relevant regulatory classification and reporting processes.

Recognising that standard on-chain governance cycles, which can require several days, cannot
address active exploits, the Aave ecosystem established the Protocol Guardian in 2020. This
emergency multisig, designated as the emergency administrator, provides the capacity to pause or
freeze specific reserves and entire markets within minutes. A companion guardian further enhances
this resilience by retaining the power to veto malicious proposals prior to execution.

Throughout the lifecycles of V2 and V3, this system has mitigated risks during periods of oracle
stress and extreme volatility. The Aave core liquidity protocol has no known history of a smart-
contract exploit resulting in the loss of user deposits. Separately, residual bad debt caused by
market fluctuations has historically been absorbed by DAO reserves rather than socialised as
direct losses to depositors.

For Aave V4, this capability is being transitioned into a formal role-based Guardian framework
with defined service-level agreements. This framework is designed to support rapid
acknowledgement, coordination, and multisig execution during active incidents. Responsibility is
distributed across accountable organisations, including auditors and risk firms, to support global
coverage across time zones.

Disclosure follows a set process. The playbook builds in statutory reporting triggers and escalation
paths, so a material event can be classified, escalated, and reported to regulators under the
applicable regime. For DORA-relevant services, this means aligning incident assessment and
reporting with the required classification framework and supervisory process, rather than relying on
ad hoc judgement during an incident.

These controls do not remove all risk. Users remain exposed to market, liquidation, oracle,
governance, smart-contract, blockchain-infrastructure, and integration risks. The assurance case is
that these risks are identified, bounded where possible, independently reviewed, and supported by
documented operational-response processes.



Each pillar of Aave's security posture has a direct analogue in the traditional-finance control
environment a risk committee already operates:

Institutional Requirement TradFi Equivalent Aave Evidence

Roughly 345 audit-days, multi-firm review, formal
Model validation / verification, invariant testing, fuzzing, public
external review contest, no critical or high-severity findings, and
public reports.

Independent code assurance

Aave Labs SOC 2 Type Il attestation
SOC 2/ISAE 3402 covering Security, Availability, and
vendor due diligence Confidentiality, with detailed report

materials available under NDA.

Operating-control attestation

MICAR CASP authorisation for Push's
Licensing, registration, and fiat-stablecoin ramp service; UK FCA
ongoing supervision cryptoasset registration for applicable

Aave Labs subsidiaries and services.

Regulated-service oversight

Documented ICT, continuity, supplier-
DORA / FCA operational- risk, incident-escalation, and
resilience expectations regulatory-reporting processes for

regulated services in scope.

Operational resilience

Board-approved playbook; role-based
Crisis management & escalation; protocol Guardian framework;
breach reporting defined internal service levels and
regulatory reporting triggers.

Incident governance

Technical audit reports and verification logs, the SOC 2 Type |l report package under NDA,
regulatory authorisation and registration evidence, and relevant policy documentation can be
provided to counterparties as part of a due-diligence process.



